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Abstract. In 2007, Kancharla et al. proposed an identity-based strong designated verifier signature
(IBSDVS) scheme based on bilinear pairings, and claimed it unforgeable and non-delegatable.
However, in this paper, we show that this scheme is actually delegatable.
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1. Introduction

In 1996, Jakobsson et al. introduced the notion of designated verifier signature (DVS)
scheme. In a DVS scheme, the signature provides authentication of a message without
providing the non-repudiation property of traditional signatures. From any third party’s
point of view, a DVS can be generated by both signer (Alice) and the designated verifier
(Bob), only Bob can check if the signature is indeed generated by Alice, due to the fact
that Bob can always construct a signature designated to himself that is indistinguishable
from an original signature by Alice. Consequently, Bob cannot convince other entities
about the validity or invalidity of the signatures.

This kind of signature schemes find applications in areas such as call for tenders,
electronic voting and distributed contract signing. In a strong DVS (Saeednia et al., 2003;
Laguillaumie and Vergnaud, 2005) scheme, signature verification requires Bob’s secret
key to operate correctly.

Lipmaa et al. (2004) studied the non-delegatability of DVS schemes. They showed
that in most of the previously proposed DVS schemes, Alice can delegate her signing
ability with respect to Bob to Charlie by giving some partial information of her secret
key to Charlie. This observation is undesirable in practice, if the DVS scheme is used to
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authenticate for a subscriber-only service, delegatability means that Alice can lend her
account to Charlie for a moderate amount of money. To capture this issue, Lipmaa et al.
(2004) proposed and formalized the security notion of non-delegatability.

In 1996, Kancharla et al. proposed an identity-based strong DVS (IBSDVS) scheme
(hereafter refereed to as the KGS scheme) and proved it existentially unforgeable (against
adaptive chosen identity and message attack) based on the bilinear Diffie—Hellman as-
sumption in the random oracle. They also claimed this scheme non-delegatable based on
the fact that the signer’s secret key is required explicitly in the signing phase.

In this paper, however, we show that the KGS scheme is actually delegatable. Both
the signer and the designated verifier can delegate their respective signing and simulation
ability to a third party by sending some partial information of their secret keys. The
delegatability holds if the Computational Diffie-Hellman (CDH) problem is hard in the
underlying group, which we assume naturally in almost all of pairing-based cryptographic
schemes.

2. Review of the KGS Scheme

In this section, we briefly review the IBSDVS scheme based on bilinear pairings due to
Kancharla et al. (2007). Formal model of IBSDVS scheme can be found in Susilo et al.
(2004), Kancharla et al. (2007). Its security consists of three aspects: unforgeability, non-
transferability and non-delegatability. Definition and properties of bilinear pairings can
be found in Boneh and Franklin (2001); Dutta et al. (2004). The KGS scheme works as
follows.

e Setup. PKG first generates two groups G; and Gg both of prime order g, for
which there is a bilinear pairing e: G; X G; — G, then selects a random generator
P of G;. PKG also selects two cryptographic hash functions H;: {0,1}* — Gy
and Hy: {0,1}* x G2 — Gy, a random number s € Z; and computes Py, = sP.
G1,G2,q, P, Py, Hi, Ha, e are made public and s is kept secret as the master
secret key.

e KeyGen. On input identity ID and master secret key s, compute secret key
S[D = SHl(ID).

e DeSign. On inputsigner IDg’s secret key Sip, verifier’s identity /Dy, and mes-
sage M, signer selects r1,72,73 €R Zj; and computes

U, =rH(IDy),

Uy =12 H(IDg),

Us = rirsH(IDy),

V =r3H +7;'S;p;, where H = Hy(M,e(r2H(IDv),Sip,)).

The signature is 0 = (Uy,Us, Us, V).
e DeVerify. On input verifier IDy’s secret key Sip, , signer’s identity IDg,
message M and signature o = (Uy,Us,Us, V), verifier first computes H =
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Hy(M,e(Us, Sip, )), and evaluates
e(U1,V) £ e(Us, H)e(Sipy , H(IDs)).

o is valid if the equation holds.

e Simulation. On input verifier IDy’s secret key Syp, , signer’s identity IDg
and message M, verifier simulates a signature as follows. He selects 7}, 75,14
€Rr Z;, then computes

Uy =rH(IDs),

Uy = ryH(IDy ),

Ui =ririH(IDg),

V' =riH +r"Sip,, where H' = Hy(M,e(Us, Sip,)).

The simulated signature is then o’ = (U7, U3, U5, V").

Correctness of this scheme is easily verified. The authors proved it unforgeable in the
random oracle model based on the BDH problem. They also claimed it non-delegatable
due to the fact that Syp is explicitly involved in the signing algorithm. In the next sec-
tion, however, we show that this claim is not true.

3. Delegatability of the KGS Scheme

Suppose signer has given the tuple (71,75) = (rH(IDv),r1Sip,) to a third party
Charlie, where 7 is chosen randomly from Zg, then Charlie can sign any message M
to the verifier /Dy on behalf of the signer as follows. He picks 71,712,735 €r Zy, and
computes

Uy =rT,
U2 = ’I“QH([DS),
Uz = rir3Th,

V =r3H + rfng, where H = H, (M, 6(T2T1,T2)),

and sets the signature o = (U, Us, Us, V).
This signature is valid as verified by Bob, because

6(7“2T1,T2) = G(T‘H(IDv),Tilsts)rz = C(H(IDv), S[DS)T2 = G(UQ, S[DV),
and
€(U1, V) = €(’I“1T1, T3H)€(7‘1T1,7’1_1T2) = €(U3,H)6(S]DV,H(]D5)).

Furthermore, the signature is of the same distribution as produced by the signer IDg
himself.
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Now we have shown that (7}, T5) enables Charlie to sign on behalf of signer Alice to
the verifier Bob, we still need to show that the tuple (71, 7%) does not disclose Sjp, or
Sip, to Charlie — otherwise the delegatability would be trivial. This is also easily seen
because, due to the fact that H is modeled as random oracle and 7 is chosen randomly,
computing Syp, such that e(T1,T5) = e(Sips, H(IDy)) enables Charlie to solve the
CDH problem instance (H (IDvy ), Ty, T3).

Similarly, the verifier can also delegate his simulation ability to Charlie. Therefore the
KGS scheme is actually delegatable.

4. Conclusion

Recently Kancharla et al. proposed an identity-based strong designated verifier signature
scheme, and claimed it unforgeable and non-delegatable. In this paper we have shown
that their scheme is actually delegatable.
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Identifikatoriumi pagristos grieZtos konstrukcijos paraso patikrinimo
teisiu perdavimas
Xun SUN, Jianhua LI, Hu YIN, Gongliang CHEN

2007 m. Kancharla ir kt. pasidile identifikatoriumi pagrista grieZtos konstrukcijos paraso
patikrinimo algoritma, naudojanti bitiesinius poravimus ir teigé, kad jis yra nesuklastojamas ir
nedeleguojamas. Taciau Siame straipsnyje parodyta, kad i§ tikrujuy $is algoritmas yra deleguojamas.



