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Abstract. ID-based cryptographic protocol is an extremely valuable apparatus in the field of cryp-
tography and has numerous latent applications. The safety of conventional ID-based cryptographic
protocol is entirely contingent in light of the safety of private keys. Revelation of private keys needs
reissuing all beforehand doled out encryptions. This confinement turns out to be clearer today as key
presentation is more regular with expanding utilization of unprotected gadgets and mobile technolo-
gy. In this context, relieving the loss of key disclosure in ID-based cryptographic protocol is a criti-
cal issue. To manage this issue, we present to include onward security into ID-based cryptographic
protocol. Besides, we propose another development of indistinguishability-ID-based cryptographic
protocol using Integer Factorization Problem (IFP) and Generalized Discrete Logarithm Problem
(GDLP) which is semantically protected against Chosen Plaintext Attack (CPA) in random oracle.
We show that our presented protocol beats the other standing protocol as far as security, the length
of public key and computational cost are concerned. We shed light on some applications and future
scope.
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1. Introduction

An ID-based cryptography gives a helpful approach to do public key cryptography de-
prived of the problem of issuing public keys. The sender’s message can encrypt utilizing
the identity of the recipient as the public key in an ID-based cryptographic protocol. In
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this way, there is no requirement for the recipient to demonstrate his/her public key certifi-
cate to the correspondent. Cryptosystem is especially valuable in applications anywhere
message recipients are not generally accessible to contemporary public key certificates.

Shamir (1984) developed the model of an ID-based cryptographic protocol to stream-
line the key administration issue in 1984. It is very clear that identity of a user, for example,
government managed savings number, e-mail address etc. are utilized as people in public
key, while the secret key connected through that identity is registered and allotted subtly
to the user by Private Key Generator (PKG), which is a trusted third party in an ID-based
cryptographic protocol. In such type of settings, the main thing that ought to be certifi-
cated is general public parameters of the PKG. Hence, an identity-based cryptographic
protocol definitely decreases the need for certificates. It was not until 2001 that Cocks
(2001) and Boneh and Franklin (2001) presented two identity-based encryption protocol.
Boneh and Franklin (2003) utilized a grouping of bilinear maps as starting point of their
development (Boneh and Boyen, 2004a, 2004b; Waters, 2005).

Despite the fact that there have been numeral well-organized ID-based cryptographic
protocols, these protocols are still considerably slower than general public key cryp-
tosystems. For instance, Boneh-Franklin protocol is slower than ElGamal protocol 400
times in terms of encryption process (Galindo, 2004). In exercise, quick encryption
and decryption operations are required in many applications. Thus, the time execution
costs of present ID-based cryptographic protocols cannot address the issue of practice.
Many ID-based cryptographic protocols (Boneh and Franklin, 2003; Boneh et al., 2003;
Gangishetti et al., 2007; Kiltz and Vahlis, 2008; Lee and Liao, 2004; Meshram et al., 2012;
Meshram and Meshram, 2013; Sun et al., 2010) have been proposed in the reported lit-
erature after 2003. However, in these ID-based cryptographic protocols, the public key of
every user is an identity as well as some arbitrary number chosen either by the user or by
the trusted parties. This marks the ID-based cryptography area an attractive exploration
field in the current century.

Boneh and Franklin presented primary provably secure ID-based cryptographic pro-
tocol in Boneh and Franklin (2001, 2003). The recent methodology they utilized depends
on a category of bilinear maps. Subsequent to their work, lots of ID-based cryptographic
protocols based on bilinear maps were presented. For instance, Boneh and Boyen (2004a)
introduced a safe ID-based cryptographic protocol lacking random oracles; Waters (2005)
designed a well-organized ID-based cryptographic protocol lacking random oracles; in
Boneh and Boyen (2004b) Boneh and Boyen developed additional ID-based cryptographic
protocol lacking random oracles, which is safe in the specific model. However, as pointed
out in Galindo (2004), even the well-organized protocols such as Boneh and Franklin
(2001, 2003) are considerably slower than ElGamal cryptosystem. In this way, the present
ID-based cryptographic protocol is just about as quick as the ElIGamal cryptographic pro-
tocol in both decryption and encryption stages. Heng and Kurosawa utilized a polynomial
using way to deal with building up an ID-based cryptographic protocol that does not re-
quire random oracles in Han et al. (2004, 2006). Their protocol is semantically secure
under the IFP and GDLP supposition. But their protocol is considerably dawdling com-
pared to ElGamal, too.
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As shown in the above, unfortunately we initiated that standing ID-based cryptographic
protocol using IFP and discrete logarithm problem (DLP), respectively, can’t be viewed as
secure. Along these lines, our principle commitment in this paper is to plug this crevice by
presenting effective provably secure ID-construct cryptographic protocol using IFP and
GDLP. The time execution costs of decryption and encryption stages in presented ID-
based cryptographic protocol are those of ElGamal. All further unequivocally, with the
exception of the principal of encryption process for separate identity, all decryption and
encryption processes have the same time expense as the resultant processes of ElGamal.
We likewise give a proper safety evidence to semantically protect against chosen plain-
text attack (CPA) under the IFP and GDLP hypothesis in the random oracle utilizing the
reversing procedure presented by Boneh and Franklin (2001).

The rest of this paper is composed as follows: The required mathematical background
is presented in Section 2. Our proposed IND-ID-CPA secure ID-based cryptographic pro-
tocol is displayed in Section 3. The security examination and security evidence of the
protocol are exhibited in Section 4. The performance comparison with other protocols is
talked about in Section 5. Some applications and future scope are talked about in Section 6.
At last, Section 7 finishes up the paper.

2. Mathematical Background

In this area, we portray some foundation knowledge utilized as a part of this paper, con-
taining IFP and DLP (Meshram et al., 2012).

2.1. Related Definitions

DerintTion 1 (IFP). For a given positive an integer N find its prime factorization; to be
. ey ey _e3 _eq er A . .
precise, as N = p|'.py".p3 Py cvvvnnnn. p;' where the p; are pairwise discrete primes

and each e; > 1.

DEeriniTION 2 (GDLP over Z3,). Let an integer N = p * ¢ and e be a primitive root for
both Z7 and Z, where ¢ and p are arbitrary safe primes. Given y = e* (mod N), it is
computationally intractable to derive x.

2.2. Complexity Statement

The security of presented protocol depends on a regular complexity-hypothetical suppo-
sition, viz. GDLP and IFP supposition. We survey it as follows.

2.2.1. GDLP and IFP Supposition

Let e be a generator of a multiple group Z3,. The challenger randomly chooses u, v, z €
Z;‘; and a bit £ € {0, 1}, consistently and autonomously. If & = 1 he/she yields the tuple
(e, e"(mod N), e (mod N),e"’(mod N)), else, he/she yields the tuple (e, e*(mod N),
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e’(mod N), e*(mod N)), where N = p * g. Then the adversary yields a guess & of &.
An adversary has an € advantage if

1
Pife =€ - 5| =e.

DerintTioN 3. The decisional e-GDLP and IFP hypothesis holds in G if not any PPT
foe has no less than € advantage in resolving the game, which is mentioned in Meshram
(2015).

3. The Proposed Scheme

We present an ID-based cryptographic protocol using IFP and GDLP. It consists of four
sub-algorithms. These four sub-algorithms are developed as the following:

3.1. Setup

This algorithm will be done by PKG by taking in security parameter as follows:

1. Select an integer N = p * g, where g and p are safe prime numbers and compute
Euler-phi function ¢(N) = (p — )(g — 1);

2. Choose arbitrary integer e and unique integer d, such that 1 < e,d < @(N),
ged(e,o(N))=1,and ed =1 (mod ¢(N)) (Rivest et al., 1978);

3. Generate k dimensional secret vectors A = (a1, a2, as, ..., ai), where q; is arbitrary
selected from Z;( Ny
4. Generate the corresponding & dimensional public vectors B = (b1, b2, b3, ..., bi),

where b; = e% (mod N) and i € (1,k);
5. Construct cryptographic hash function H : {0, 1}* — {0, 1}*.

The master key and public parameter of PKG are given by mk = {p, q,d, A} and pm =

{N,e, B, H}. For the notational accommodation, we mean the bit length n by |N| =n.
The algorithm for a particular ID € {0, 1}* implements the following:

1. Compute H(ID) — (hy, h2, h3, ha, ..., hi) and suppose that 4; is the ith bit of
H(ID), where i € (1,k);
2. Calculate the secret key as follows:

k
amp = Zhiai (mod N);

i=1
3. Calculate the resultant public key as follows:

k k
bip =[] ®)" (mod N)y=]] ()" (mod N)=e"" (mod N).

i=1 i=1
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3.2. Encryption

A message M € {0, 1}* is encrypted for ID as follows:
1. Compute C; = M®® (mod N ) = M*“® (mod N );
2. Compute the ciphertext C = C{ (mod N ).

3.3. Decryption

To decrypt the ciphertext C under identity ID of entity:
1. Compute § = C?4(mod N);
2. A user can decrypt C utilizing his/her secret key ajp as 84> = M (mod N).

3.4. Correctness

)daw

84 = 1" (mod N) = (M*"")" (mod N) = M“D™ (mod N)

M (mod N).

4. Security Analysis

In this area, we demonstrate the security of ID-based cryptographic protocol using the
complexity of GDLP and IFP. We demonstrate that ID-based cryptographic protocol is
semantically protected against CPA in the random oracle, which has been developed by
Boneh and Franklin (2001).

DEeriniTION 4. An ID-based cryptographic protocol is (¢, €(¢))-semantically protected
against an adaptive CPA, if all Probabilistic Polynomial Time (PPT) foes creating at the
most ¢ secret key inquiries have at the most an €(¢) advantage in breaking the scheme.

Theorem 1. Suppose that H the cryptographic hash function, be a random oracle, then an
ID-based cryptographic protocol using GDLP and IFP is (t, €(t))-semantically protected
under the decisional € (t)(1 — é — ﬁ)/Z-GDLP and IFP assumption in the random or-
acle.

Proof. Let § be an IND-ID-CPA foe that has advantage €(¢) against ID-based crypto-
graphic scheme using GDLP and IFP. It means the foe § makes at most ¢ queries and gets
at least € () advantage in the IND-ID-CPA game.

We created a simulator S as PPT to perform the IFP and GDLP game, which is cited in
Meshram (2015). Simulator S proceeds the task (e, A = ¢*(mod N), B =e¢"(mod N), Z)
as response and guess an output &’ of &, where &', & € {0, 1}. To locate a decent guess &',
simulator S performs an IND-ID-CPA game with the foe § in the accompanying steps:
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Setup: The simulator S arbitrarily chooses uniformly and independently, tm-dimensional

binary vector V; = (h1;, hai, h3i, ..., hmi)T, where 1 <i < t. Simulator S also selects
X1, X2, X3, .. Xy € Z;(N) consistently and individually at random. Then simulator S
chooses y1, y2, y3, ... ym € Zyy, that fulfills the accompanying system:
hin hiy hiz ... hy
hotr  hyy hyy ... hy
[ylay27y37"7ym] : : : : (mOdN)
hmt w2 B3 oo
=[0,...0] (mod N) =0. (1)

It may be noted that there exist many tuples yi, y2, ¥3,..., Yk € Z*N that satisfy the Eq.
(1). Simulator S arbitrarily selects any one of them.
The simulator S arranges the public parameter B as follows:

B = (AYleXI’ Ayzex2’ Ay3ex3, “‘7Aymexm)(m0d N).
Obviously, the analogous master secret key is given by
A=(a1,az,a3,a4,...,ak) = (uy1 + x1,uy2 + x2, uy3 + x3, ..., uyk + xr).

Note that u is independent of B. Simulator S provides the public parameters (N, ¢, k, B)
to the foe §.

Random oracle queries: In the following stages, the foe § requires to mark inquiries to the
random oracle H, when he/she requires to acquire hash values. Note the contrast among
these random oracle inquiries and the inquiries in the IND-ID-CPA game. The simulator S
replies random oracle inquiries in the rest of the stages as explained as follows.

H-queries: Let gy be a polynomial upper bound of the quantity of random oracle
inquiries. That is, foe § creates at most gy inquiries to the random oracle H. Simula-
tor S arbitrarily selects § C (1,2, ..., gn) such that |§| = ¢. To reply the random oracle
inquiries, the simulator S keeps up a list of tuples (ID;, H(ID;), y;), where y; € {0, 1} is
allotted when simulator S reacts to the query and ID; is an identity that has showed up in
the before random oracle inquiries. Let Ly signify this list of tuples; toward the starting,
Ly is vacant. Once there is a random oracle inquiry ID;, S reacts as follows.

1. Simulator S answers with the noted hash value H (ID;), if ID; is already in the list
Lu;

2. Simulator S registers the tuple (ID;, H(ID;), y;) € Ly, in both cases: (a) In
the event that ID; is the ith new inquiry to the random oracle and i’ € §, sup-
pose that i’ is the ith smallest component in §, then S arrangements H (ID;) =
(h1iv, hoivy h3in, ..., hgiv) and y; = 1, something else, (b) S arbitrarily selects a
binary string A1, h2j, h3j, ..., hgj € {0, l}k that is not in Ly, sets H(ID;) =
hij,h2j, h3j, ..., hyj and y; =0, and answers with H (ID;).
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Given the above technique for noting random oracle inquiries, we can now portray in what
manner the simulator S functions in the rest of the stages of the IND-ID-CPA game.

Stage 1: For each secrete key extraction query ID; allotted through the foe §, simulator S
replies as follows:

1. Simulator S takes up the IND-ID-CPA game, if ID; appears in Ly and y; # 1,
or ID; does not show up in Ly and all the V; produced in the Setup stage have
been utilized in responding the earlier inquiries. Specifically, S requires to re-pick
8§ S (1,2,...,qn) in the saved game. Note that simulator S can start over the IND-
ID-CPA game at the most ((qt” ) — 1) times. In the event that the time of resuming the
IND-ID-CPA game surpasses this numeral, then S aborts, yielding a consistently
arbitrary bit as &;

2. Simulator S computes a;p, = Zlehgi xs (mod N), if ID; appears in Ly and
yi = 1, and replies with a;p,, where h;,. is the sth bit of noted value H (ID;);

3. If ID; does not show up in Ly and there exists V; created in the Setup stage that
was never utilized as a part of reacting to the past inquiries, simulator S selects
such a never utilized V;, arrangements H (ID;) = hyj, haj, h3j,..., hij and y; =
1, answers the query using a;p, = le‘zl hsi x5 (mod N), and archives the tuple
(ID;, H(ID;), yi) € LH.

Note that

k
app; = Zhsi as (mod N)

s=1
k
= Y hi (uys +x;) (mod N)

s=1

k k
= uY hi ys (mod N)+ Y hyi x; (mod N)

s=1 s=1

k
= Zhs,- x5 (mod N)

s=1

where the last equity is because of Eq. (1). So the above task of a;p, is valid.

Challenge: Formerly the foe §§ decides that Stage 1 is finished, then he/she sub-
mits two plaintexts Mo and M; from {0, 1}* and an identity IDo## ID; shows up
in the secret key extraction inquiries. Simulator S arbitrary selects a binary string
hio, hoo, h3o, ..., hixo € {0, 1}k. If the binary vector Vo = (hi0, k20, k30, - . ., hk())T is
a linear combination of V;, (1 < i < t), then simulator S aborts, yielding a consis-
tently random bit as &’ generally, simulator S calculates y = Zle hio yi (mod N),
X = Z?:l hio xi (mod N), and z;p, = A¥e* (mod N) ="’ (mod N). Simulator S
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archives the tuple (IDg, h19, h20, h30, - - -, hro, 0) € Lg. Next, simulator S selects § con-
sistently at arbitrary from {0, 1} and utilizes the ciphertext

Uy +x

C:(Mﬁ )(mod N)

as the challenge to the foe §.

Stage 2: The foe § issues secret key extraction queries IDg # IDs+1, . .., ID;, and simu-
lator replies in the similar methodology such as in Stage 1.

Guess: Finally foe § outputs a guess &’ of &. Simulator S outputs a guess &’ of & using
the output B’ of the foe § such as follows: if B’ = 8, then &' = 1; else, &’ = 0.

To lower bound the upside of simulator S which is mentioned above, we first ex-
amine a few occasions and dissect their probabilities. Assume that abort is the event
that simulator S aborts in the IND-ID-CPA game. We watch that there are two con-
ceivable reasons that simulator S aborts: (1) In Stage 1 or Stage 2, a secret key extrac-
tion inquiry prompts take up of the IND-ID-CPA game, yet the quantity of restarting the
IND-ID-CPA game surpasses ((‘1[” ) — 1), (2) In the Challenge stage, the binary vector
Vo = (h19, hoo, h30, .. ., hko)T is a linear combination of V; (1 <i <1t).

Claim 1. The probability is at the most é, if the simulator S aborts for goal (1).

Proof. By one decision of §, the probability that there is a secret key extraction question
prompting to pick up of the IND-ID-CPA game is at the most (1 — (,,1—H)). Let w = (1),
then, the probability that w decisions of § all lead to pick up of the IND-ID-CPA game are
at the most (1 — %)w ~ é It means, the probability is at the most é if simulator S aborts
for the first goal. 0

Claim 2. The probability is at the most ﬁ if the simulator S aborts for goal (2).

Proof. We consider the condition that the binary vector V' = (h/, h), ..., h}()T is a linear
combination of V; (1 < j <1t). Let the matrix M;qy1) = (V1, V2, V3, ..., Vi, V"), where
(k + 1) < t. By observing that, the matrix is a linear combination of above condition.
Assume the rank of matrix M, 1) is ¢/, where ' < k. That is, there exist ' rows of
the matrix M;41) that are linearly independent. Without loss of all-inclusive statement,
expect that the main ¢ rows of My (1) are linearly independent. Let M,/ indicate the
t’-dimensional vector comprising of the linearly independent elements of V; (1 < j <1).
So we observe that |M /| <2 " < 2. But there are totally 2’#-dimensional binary vectors,
the probability that the simulator S aborts for V' is linear combination of V; (1 < j <1)
is 2,—14{ (k<1).

Combining Claims 1 and 2, we have the probability that simulator S aborts at the most
(é + Z,%k). Therefore, the probability that simulator S does not abort is at least (1 — é —
Z,%k). The provisional probability that £ = &’ on condition that simulator S does not abort

is |Pr[§ =&’ | abort] — %| > €(t). To prove Theorem 4.1, we obtain the advantage of the
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. . e e T ® 1
simulator S by above claim Pr[é =&'] = Pr[& =&’ | abort]Pr[abort] > 6T(l -5

Z,%k). This finishes the proof of Theorem 4.1. (]

5. Execution Comparison with Other Protocols

In this area, we have discussed eight record widely-used ID-based cryptographic pro-
tocols and analysed their execution. These eight ID-based cryptographic protocols are:
Boneh and Franklin’s protocol (Boneh and Franklin, 2001), Cocks’s protocol (Cocks,
2001), Lynn’s protocol (Lynn, 2002), Boneh and Boyen’s protocol (Boneh and Boyen,
2004b), Gentry and Silverberg’s protocol (Gentry and Silverberg, 2002), Water’s protocol
(Waters, 2005), Meshram et al.’s protocol (Meshram et al., 2012), Meshram’s protocol
(Meshram, 2015), and our proposed protocol based on IFP and GDLP. These ID-based
cryptographic protocols have diverse execution on server for assessing encryption process
execution, decryption process execution, and computational cost.

Notations utilized as a part of this calculation are as follows:

Tp — the time of acting a pairing operation.

Ty — the time of acting a modular multiplication.

T, — the time of acting a modular exponentiation in group.

T,, — the time of acting a scalar or point multiplication in group.

T, — the time of acting an XOR operation.

Ty — the time of acting a map to point hash function.

T, — the time of acting a one way hash function.

T, — the time of acting a modular addition operation.

T; — the time of acting a modular inverses operation.

T; — the time of acting a Jacobi symbol operation.

As we as a whole know, the time of implementing a pairing operation Tp is additional
time overriding new operations. Some execution simulation results (Boneh and Franklin,
2001; Cui et al., 2006) demonstrate that 7,, and T} are insignificant in examination with
Te, Ty, Ty, Ty, T;, and T;.

It is to be noted that encryption algorithmic phase and decryption algorithmic phase
are the dominating process in terms of computation cost compared to setup and extract
phases as they are executed only once. Thus, we consider only the encryption and decryp-
tion phase and accordingly compare the proposed ID-based cryptographic schemes with
Cocks (2001), Boneh and Franklin (2001), Boneh and Boyen (2004b), Waters (2005),
Meshram et al. (2012), Meshram (2015), Lynn (2002), Gentry and Silverberg (2002). We
demonstrate the comparative result in Table 1 in terms of computational cost and security
properties.

F1: Computational cost for encryption phase; F»: Computational cost for decryption
phase; F3: Overall computational cost for encryption and decryption phases; Fa: Provides
provable security in random oracle model; Fs: Provides security in standard model; Fg:
Provides security in CPA; F7: Provides security in CCA.

It may be noted that the presented ID-based cryptographic protocol using IFP and
GDLP designed in this paper bears lower computational cost than (Cocks, 2001; Boneh
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Table 1
Comparisons among our presented protocol and former protocols.
ID-based Fi P F3 Fy Fs Fg F7
cryptographic
schemes

Boneh and Franklin’s Tp+Ty + Tp+Tp+Tx 2Tp+T + Yes No Yes Yes

scheme (Boneh and Th+Te + T+T,+
Franklin, 2001) Tm + Tx Tm + 2T
Cocks’s scheme Ty 42T, + T+ Ty 2T ; +3T4 + No No No No
(Cocks, 2001) 2Ty +2T; 2Ty +2T;
Lynn’s scheme (Lynn, Tp + Ty + Tp + Ty + 2T p + Yes No No Yes
2002) 3Ty + Ty 3T, + Ty 2Ty +

6T), + 2T,
Boneh and Boyen’s Tp +4T, + Tp +T. + 2T p+5T. + No No Yes No
scheme (Boneh and 2Ty Ty +T; 3Ty + T;

Boyen, 2004b)
Gentry et al.’s scheme Tp + Ty + Tp+Th+Tx 2Tp+ Ty + Yes No No Yes

(Gentry and Th+Te + 2T + Te +

Silverberg, 2002) T + Ty T + 2T,

Water’s scheme 2T p +3Tnm 2T p + T + 4T p + No No No No
(Waters, 2005) T; 4T m +T;

Meshram et al.’s 4T o + Ty 3T, TTe + T No No No No
scheme (Meshram et

al., 2012)

Meshram’s scheme 2T e + Ty Te+Tn+T; 3Te + Yes No Yes No
(Meshram, 2015) 2Tm + T;

Our scheme 2T, 2T e + Ty AT o + Ty, Yes No Yes No

and Franklin, 2001; Boneh and Boyen, 2004b; Waters, 2005; Meshram et al., 2012;
Meshram, 2015; Lynn, 2002; Gentry and Silverberg, 2002) and is more provably se-
cure in random oracle than (Cocks, 2001; Boneh and Boyen, 2004b; Waters, 2005;
Meshram et al., 2012).

6. Applications and Future Scope

Various analysts have as of late begun considering the utilization of ID-based crypto-
graphic protocol in grid security. Our proposed ID-based cryptographic protocol has been
designed using IFP and GDLP. By using our technique, we will develop an ID-based
encryption model based on lightweight public key management techniques. It has small
sizes key pair’s private and public keys as contrasted to other ID-based cryptographic pro-
tocols available in literature. It is more benefited in grid security architecture. The grid
environment may have a huge amount of members that join and leave after some time
and that certificates are utilized widely for each employment accommodation. This would
definitely muddle key administration and intensification of the bandwidth necessity of
a grid system. It was likewise noticed that these issues could be rearranged by utilizing
certificate-free ID-based cryptographic protocol. Moreover, in the ID-based cryptographic
setting, a user’s public key can be made and utilized promptly without the requirement for
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a public key certificate to be sent to the expected beneficiary (ordinarily via a Transport
Layer Security (TLS) handshake). Be that as it may, as far as anyone knows, the dynamic
utilization of ID-based keys was ruined by some conventional impediments of ID-based
cryptographic protocol, for example, key escrow and the need to circulate private keys
through secure channels. All the more critically, a portion of the fundamental security
prerequisites wanted in the Globus Toolkit (GT) requires utilizing proxy qualifications for
single sign-on and delegation, but our developed ID-based schemes are free from certifi-
cate and key escrow problems.

Pay-TV system broadcasts signals of TV channels to a great number of consumers.
To enjoy these TV programs, each customer needs only a television, a set-top box and
a smart card (conceivably connected to the decoder box). Since there is just a restricted
correspondence channel from the administration supplier to the customer, it is necessary
to find ways to make sure that only those consumers who fulfill the payment criteria are
able to recover the TV signals. Likewise the service provider needs to make it difficult to
duplicate the decoder box and make it easy to trace out the traitors if there are any pirate
decoder boxes. We notice that pay-TV system is an application just identical to broadcast
encryption.

Pay-TV system is an application identical to broadcast encryption on that just sup-
porters who have satisfied the payment criteria are skilled to decrypt the encrypted TV
signals. Any broadcast encryption scheme that is collusion resistant and with revocation
ability can be used to construct a pay-TV system. A trivial way for constructing a broad-
cast encryption scheme (pay-TV system) is encrypting TV programs separately for each
subscriber using our ID-based cryptographic protocol using IFP and GDLP. It will be
a waste of bandwidth, so we improve the scheme by using the subset-cover framework.
We evaluated our broadcast encryption scheme in terms of transmission cost (message
header), storage (number of secret keys per user and public key size), as well as computa-
tional complexity (encryption and decryption cost) per user. The efficiency of our scheme
is comparable to the symmetric Subset Difference (SD) scheme and the asymmetric (pub-
lic key) SD scheme. The difference is that our scheme relies on tamper resistant smart
card to achieve an efficient ID-based cryptographic protocol, so it is applicable to applica-
tions where smart cards are preferred. For instance, when subscribing for pay-TV service,
what people need is a smart card issued by the providers, while they can buy all kinds of
favourite set-top boxes from the market.

6.1. Proposed Chosen Ciphertext Attack (CCA)-Secure ID-Based Scheme Based on IFP
and GDLP

New proposed Chosen Ciphertext Attack (CCA)-secure ID-based scheme based on IFP
and GDLP is described in four sub-algorithms such as Setup, Extraction, Encryption and
Decryption, which are shown as follows.

Setup: The Setup algorithm is same as only steps 1-5 in Section 3 of the present paper.
The different steps from scheme are as follows:

1. Construct Hash functions H;: {0, 1}* — {0, 1}", Hy: Z;I“ — {0, 1}, Hj: Z;I“ X
0,1} — VA
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The master key of PKG is set to be mk = {p, q, d, A} and the public parameters of PKG
are pp ={N, e, B, Hi, H>, H3}.

Extract: The Extract algorithm is same as only steps 1-2 in Section 3 of the present paper.
The different steps from scheme are as follows:

1. Calculate the analogous public key as follows:

K k

bip =[] ®)" =] (e =e“(mod N).

i=1 i=1

Encryption: A message M € {0, 1} is encrypted for ID as follows:

1. Pick random value r € Z,; and compute
C1 = rleHS(r’M).

2. Compute C; =d® M) and C3 = M @ Hy(r).
The cipertext is given by C = (Cy, C2, C3).

Decryption: To decrypt C = (Cq, C2, C3) under entities identity ID, the user can decrypt
C utilizing his a;p as follows:

C3 P Ha(C1 % C5P).

7. Conclusion

In the present study, we deal with innovative development model for ID-based crypto-
graphic protocol, its unforgeability can be lessened to the complexity of the IFP and GDLP.
IFP and GDLP are major obstinate issues in cryptography. The time execution costs of our
presented ID-based cryptographic protocol are nearly as low as the ElGamal cryptosystem
using ID-based cryptographic protocol. Moreover, it has a very low computational cost.
It is anything but difficult to observe that proposed ID-based cryptographic protocol re-
quires that ¢ < k, i.e. that the general number of secret key extraction inquiries ought to be
not as much as k. The remarkable open problem is whether we can develop an ID-based
cryptographic protocol that has comparable efficiency, however does not require ¢ < k.
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