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Abstract. Sun’s nonrepudiation threshold proxy signature scheme is not secure against the collu-
sion attack. In order to guard against the attack, Hwetreg. proposed another threshold proxy
sighature scheme. However, a new attack is proposed to work on both Hivahg and Sun’s
schemes. By executing this attack, one proxy signer and the original signer can forge any valid
proxy signature. Therefore, both Hwaeigal.'s scheme and Sun’s scheme were insecure.
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1. Introduction

Mamboet al. (1996a; 1996b) first proposed the proxy signature schemes. In proxy signa-
ture schemes, a proxy signer can generate proxy signatures on behalf of an original signer.
For the group-oriented applications, the threshold proxy signature scheme is proposed. In
(t,n) threshold proxy signature schemes, the original signer authorizes a proxy signer
group consisting ofr proxy signers. Only any or more members in the proxy signer
group can generate the proxy signatures on behalf of the original signer. Sun (1999) pro-
posed his efficient nonrepudiable threshold proxy signature scheme with known signers.
However, Hwanget al. (2000) point out that Sun’s scheme is vulnerable against their
collusion attack. In the collusion attack, amy- 1 proxy signers are able to cooperatively
obtain the secret key of the remainder proxy signer. To overcome this secure problem,
they also proposed their improved scheme (Hwetrad., 2000).

However, a new attack is proposed to show that, both in Hwatra.'s and Sun’s
schemes, valid proxy signatures can be forged successfully by the original signer and only
one proxy signer. In the next section, the review of Hwahg.'s and Sun’s schemes is
given. Our new attack is proposed in Section 3. Finally, Section 4 is our discussions and
conclusion.
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2. Review of Nonrepudiable Threshold Proxy Signature Schemes with Known
Signers

In Hwanget al.'s scheme, there are three phases: Proxy share generation phase, proxy
signature issuing without revealing proxy shares phase, and verification of the proxy sig-
nature phase. The system parameters of Hvehal's scheme are given now. There are

two prime number® andgq such thaty | (p — 1). The parametey is the generator of
orderg in Z;. The original signef?, has his secret key, and his certificated public key

Yo = g*°modp. The proxy signer$’, P, ..., P, have their secret key; and their cer-
tificated public keyy; = ¢g**modp, fori = 1,2,...,n. Theh is one-way hash function.
Them,, is a warrant that at least records the authorization details about the identities of
the original signer and the proxy signers of the proxy group. The ASID (Actual Signer's
ID) records the actual signers’ identities of messages.

Proxy Share Generation Phase

In this phase, all of the proxy signets,, P, ..., andP,,, generate their individual proxy
secret keysjy, 05, . .., o/, by the following steps.

Step 1: Each proxy signep; selects a secret-1 degree polynomiaf; () = x;+a;,0)+
agnT + -+ a(iyt,l)xt*modq, wherea; ,)’'s are random integers selected
form Z;. ThenP; sendsf;(j) to P; by secret channels fgr=1,2,...,n, and
J # i, and then he broadcastg; ,,) = g*¢-»modg, foru =0,1,...,t - 1.

Step 2: Each proxy signetP; verifies the received;(i) by the equatiorg/i () =
y; X AGoy X (Agay) % ... x (Ag—1)" (modp), for j = 1,2,...,n, and
j # i. Once all of the equations hold;, computess; = f(i) = fi(i) +
fo(@) + -+ fuli) = 3j_ @5 + a0 + ari + -+ + a;—1i*~' (modg), where
Qg = Z?:1 a(jwymodg, foru =0,1,...,t — 1.

Sep 3: The proxy group public parameters ake = [[_, ¢** = []._, vi(modp) and
Ay, = g% modp foru=0,1,...,t— 1.

Sep 4: The original signer, selects a random numbkrform Z; and computeds =
g*modp. Then he computes= h(m.,, K) andé = zge + k modg.

Sep 5: To share the proxy key among the: proxy signers, the original signét, con-
structs a secret polynomigl(z) = 6 + b1z + - - - + b;_1 2" 'modg, whereb,'s
are random integers selected foffp. P, computes; = f'(i) =0 +bii+---+
b,_1i*"(modq) for i = 1,2,...,n. ThenP, sendss; to the proxy signer’;
through secret channels, foe= 1,2, ..., n. P, also broadcastB, = ¢*modp
foru=1,2,...,t—1.

Step 6: Each P, verifies ; by the equationg® = yo "™ K [T\Z} BY (modp).
Once the equation hold$?, computes his proxy secret kéy by ¢ = §; +
sih(my,, K)modg, fori =1,2,... n.
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Proxy Signature Issuing without Revealing Proxy Shares Phase

Without losing generality, suppose that, P, ..., P, want to sign a message on be-
half of the original signer.

Step 7: Each proxy signep; selects a secret polynomifl (z) = (2; +c(;0)) +c@,1)7 +
- Cgie— 1)$t_1(m0dq) wherec(; ,,)’s are random integers froid;. ThenF;
sendsf/’(j)modq to P; in a secret channel fgr=1,2,...,¢, andj # i. He also
broadcast§’(; ,,) = g foru =0,1,...,t - 1.

Sep 8: EachP; verifies the received' (i) from the othert — 1 proxy signers by the
equationy’s’ ) = y; x C(;.0)x (C(j.1)) % . .x (Cij—1y)* (modp) for j # i. If
all of the equations holdy;, computes’ = (" (i) = f{'())+ 4 (i)+- -+ f/' (i) =
S+ co+erite 4 cqitT(modg), wheree, = 37, ¢(;,.,)modg for
w=0,1,...,t—1.

Sep 9: The proxy signers, P, ..., P, publish parameter¥” = g°“modp andC,, =
gc»modp foru =1,2,...,¢t— 1.

Sep 10: EachP; computesy; = sY + §;h(ASID, m)modg and sendsy; to P; for
ji=1,2,...,t,andj # i.

i 1Y
Sep 11: Eachp; verifiesy; by g7 = [( T, w)Y([IZ ¢} )} X
m h(ASID,m)
(w6 K TIZ B ) (o T 47) "™ (modp) for j =
1,2,...,t, andj # i. Once all of the equations hol®; applies the Lagrange

formula to~y; to computeT’ = f”(0)Y + [f(0) + f/'(0)]h(ASID, m)modg.
Finally, the threshold proxy signature enis (m, T, K, Y, Ao, m,, ASID).

Verification of the Proxy Signature

To verify the threshold proxy signatufen, T, K, Y, Ag, m.,, ASID), the verifier first
obtained the certificated public keys of the proxy signers according to the watrant
and ASID. Then he checks the proxy signature §y = [y, hmu K)o K ox Ag x
H?:1 yz} MASID.m) (Y Hi:1 yz) (mOdp).

Since Hwanget al.'s scheme is the improvement on Sun’s scheme, Sun’s scheme
is also a variant of Hwanet al.'s scheme withAdy = 1 for a(; ) = a@e = ... =
a(n,0) = 0 @andag = Z;’Zl a¢j,0) = 0(modg). The signature generation equation is still
T = f"(0)Y + [f(0) + f(0)]h(ASID,m)modg. In Sun’s scheme, the proxy signa-
ture is(m, T, K,Y, Ag, my, ASID) = (m,T,K,Y,1,m,, ASID) while the verifica-
tion equation ig” = [y) ") x K x Ao x [[I, v 1]h(ASID’m) (v x [Ty w) =
[yg(m“”K) x Kx1x[[i,y l]h(ASIDm (Y x [T, yi)y(modp). In (Hwanget al.,
2000), the authors intended to use theandom integers; o), a(2,0); - - -» anday, oy, t0
overcome the weakness of Sun’s scheme. However, an attack is proposed to show that it
is useless.
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3. An Insider Attack on Hwang et al.'s Scheme

Being inspired of the insider attack in (&iial., 2000), a new attack is proposed on Hwang

et al.’s scheme. This attack needs the cooperation of one malicious proxy signer and the
original signer. They want to forge threshold proxy signatures without the agreement of

the other proxy signers. Without losing generality, assume that the malicious proxy signer
is Py.

To perform this new attack, after the other 1 proxy signers publishing their certifi-
cated public keygs, ys, . . ., yn, the malicious proxy signeP; selects a random integer
a form Z; and computeg] = g% x (y2 X y3 X ... X yn)~t(modp) as his certificated
public key. Then the original signer givé} the proxy secret key = zye + kmodq and
K = ¢g*modp, wherek is a random integer chosen by the original signer.

Without losing generality, suppose thiat wants to forge a proxy signature on a mes-
sagem without the cooperation of the other 1 proxy signers?, Ps, ..., P;.. So ASID
records the identifies aPy, P, ..., ;. Then P, first selects a random integére Z;
computesdy, = g’modp. He also compute¥ = (y;11 X ys12 X ... X y,)Modp
andT = oY + (a + S + d)h(ASID,m)modg. Finally, P, forges a valid proxy
signature(m, T, K, Y, Ay, m, ASID). The following shows why the proxy signature
(m,T,K,Y, Ag, m,, ASID) is valid.

yg(m“"'K) x K x Ag x Hyi

|: n :| h(ASID,m)
i=1

t
Y
(Y X Hyz)
i=1
h(mq, , K . a —
E|:y0( )xgkxgﬁx(g X (Y2 X ys X ... X Yp) 1)
t
Y
X (Y X Hyl)
i=1
R(ASID,m) t Y
[ T
i=1

t
[96 % gﬁ % ga} h(ASID,m) % (Y y Hyl)y
i=1

h(ASID,m)
xygxygx...xyn]

|:gxg(mw,K)+k x gﬁ % ga

(Yt+1 X Ytr2 X oo X Yn)

[6° x ¢° ga}h(ASID,m) {

Y
X (g% % (y2 X y3 X oo X Yp) 1) X (y2 X Y3 X ... X Yy)
5

h(ASID,m) Y
9° x g x ¢°] ()
gt AEORASID.m)+aY — (T (modp).

The threshold proxy signature is forged successfully for Hwahgl.'s scheme.
Further, by this attack with3 = 0 and A, = 1, the threshold proxy signature
(m,T,K,Y,1,m,, ASID) is also forged for Sun’s scheme (Sun, 1999).
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In the following, an example illustrates our insider attack on Hwerg.’s scheme
below. Suppose that the proxy signérs, P, Ps, Py, P5) are authorized to act for the
original signerP, while at least three proxy signers have to generate the proxy signatures.
We assume that the malicious proxy sigigrand the original signeP, want to forge
threshold proxy signatures without the agreement of the other proxy signers. The system
parameters and secret and public keys of signers are show in Tables 1 and 2.

After the other 4 proxy signers publishing their certificated public key 18, 12,
16, 4, the malicious proxy signdr; selects a random integer = 2 and computes
yp = 32 x (18 x 12 x 16 x 4)~! = 9(mod23) as his public key. The original signer
P, gives P, the proxy secret key = zpe + k = 5 x 10 + 8 = 3(mod11) and
K = 3% = 6(mod23), wherek = 8. Without losing generality, suppose th&{
wants to forge a proxy signature on a messagwithout the cooperation of the other
2 proxy signers?,, P;. The ASID records the identities of the proxy signé?s; P, Ps.

Then P, first selects a random integér= 5 and computesi, = 3° = 13(mod23).

He also compute¥” = (y4 x y5) = 16 x 4 = 18(mod23) andT = aY + (a +

B+ 0)h(ASID,m) = 2 x 18 + (24 5+ 3) x 8 = 6(mod11). Finally, P, forges

a valid proxy signaturém, T, K,Y, Ag, my,, ASID) = (m,6,6,18,13,m,,, ASID).

To verify the proxy signaturém, 6, 6, 18,13, m.,, ASID), the verifier first computes

e = h(mw,K) = 10 and h(ASID,m) = 8. Theng? = 3% = 16(mod23) and
[yg(m“”K) x K x Ao x [, yi]h(ASID’m)(Y x T, v)Y =130 x 6 x 13 x (9 x

18 x 12 x 16 x 4)]® x (18 x (9 x 18 x 12))!® = 16(mod23). The both sides of the
verification equation obtain the same value. Therefore, the proxy signature is forged.

Table 1
System public parameters and functions’ values

Parameters Values
P 23
q 11
g 3
e = h(muw, K) 10
h(ASID,m) 8
Table 2

Public and secret keys of original and proxy signers

key\SiO"€r Py P, Py Py P

Secret keyr 5 9 4 6 3
Publickeyy 13 18 12 16
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4. Discussions and Conclusions

Between our insider attack and Hwaggal.’s collusion attack, there exists some dif-
ferences. The goals of these attacks are different. The goal of the collusion attack is to
obtain the secret key of some proxy signer. The goal of our insider attack is to forge valid
threshold proxy signatures. The participators are also different. In the collusion attack,
the participators arén — 1) proxy signers who collude to perform the collusion attack.
In our insider attack, the participators are only one proxy signer and original signer who
cooperatively forge valid proxy signatures.

Besides these differences, our new attack can work on both Hetaahgs and Sun’s
schemes while the collusion attack only works on Sun’s scheme. In 2000, Hstvahg
show Sun’s scheme (Sun, 1999) is vulnerable against the collusion attack. They tried to
propose an improvement to overcome the security problem. However, a new attack is
proposed to show that not only Hwaegal.'s but also Sun’s schemes are insecure. The
new attack is more powerful than the collusion attack.
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NeiSsizadamo slenkstinio atstovaujagiojo asmens paraso schemos su
Zinomais pasiraSagiaisiais asmenimis kriptoanaliz

Shin-Jia HWANG, Chiu-Chin CHEN

Sun neiSsizadamo slenkstinio atstovajejp asmens paraSo schema yra nesaugi pries
suokalbio atall. Kad apsisaugoti nuo Sios atakos, Hwathgl. pasule kita slenkstinio atstovau-
janciojo asmens paraso schanMes sillome nauj atala, kuriiveikia Hwanget al. ir Sun schemas.
Vykdant Sa atala, vienas atstovaujantis pasiraSantysis asmuo ir tikras pasiraSantysis asmuo kartu
gali padirbti bet kurgaliojant, atstovaujaritpara®. Todel Hwanget al. schema ir Sun schema yra
nesaugios.



